CELLEBRITE CERTIFIED PREMIUM
OPERATOR (CCPO)

Mobile Forensics

Course Description

Cellebrite Certified Premium Operator (CCPQ) is a two (2) day intermediate level certification course designed
to further develop and practice fundamental mobile forensic techniques focused on Premium extractions. The
CCPO course is designed to afford participants an opportunity to learn basic and intermediate data extraction
techniques to achieve Before First Unlock (BFU) and After First Unlock (AFU) extractions in a forensically
sound manner, as well as develop brute-force attack strategies. Participants will achieve the CCPO

certification upon passing a knowledge test and practical skills assessment with a score of 80% or better.

@ Level EQ Length "_? Delivery Mode

Intermediate Two-Day (14 hours) In-Person

Virtual
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Course Learning Objectives

Upon successful completion of the course, the student will be able to:
. ldentify the different licensing options and key components of Cellebrite Premium, ES, and Premium as a Service.
« Understand the installation and configuration of Premium and Premium ES.

» Explain the best practices for proper evidence handling techniques for Android and i0S devices.

. Demonstrate the Android and Apple iDevices Premium workflow for extraction.
« Explain Apple Recovery Mode and Developer Firmware Upgrade (DFU) Mode and understand their uses.
« Recall data yields for various extraction types in Premium and UFED extraction integrations.

» Exhibit how to load and open Premium extraction files using Physical Analyzer.

. Demonstrate proficiency by completing a knowledge-based and practical skills assessment.

Notes

It is recommended that students in the CCPO course have completed the Cellebrite Mobile Forensics Fundamentals (CMFF)
course prior to this course.
Optional Hands On Experience: Course is demonstration driven, but students have the option of following along with their own

Advanced Access Adapter or Premium unit with test phones (Samsung/iPhone/etc.), to be used for extractions.

Empowering Justice through Expert Digital Forensics Training

Cellebrite Training is a leading provider of digital forensics education, offering a comprehensive suite of
courses designed to empower professionals in mastering the techniques, tools, and methodologies essential
for navigating the complexities of digital investigations.

For a complete list of Cellebrite Training's in-person, virtual, or self-paced course offerings, please visit
www.cellebrite.com/training or contact your regional Training Account Manager at Training@cellebrite.com
or 800-942-3415. Select option #3.

Cellebrite

TRAINING



http://www.cellebrite.com/training

	Course Description
	Level
	Length
	Delivery Mode
	Course Learning Objectives
	Notes

