
CELLEBRITE CHIP-OFF
FORENSICS (CCOF)
Mobile Forensics

Course Description
 

Cellebrite Chip-Off Forensics (CCOF) is a five (5) day expert level course led by Cellebrite Certified Instructors 
(CCIs). During the Chip-Off course, participants will learn about the chip-off milling process, IR Heat and 
polishing through the board, flash memory in mobile devices (NAND/NOR, eMMC/eMCP, UFS), methodologies, 
and purpose as well as understand the equipment and accessories necessary for performing successful chip-
off extractions. With the successful completion of the written and practical test, students will earn the CCOF 
Certification.

 

Level Length Certification 
Track

Delivery 
Mode

  Expert   Five-Day 
(35 hours)

  CCRS                       In-Person



Get skilled. Get certified.
For a complete list of Cellebrite's latest in-person instructor-led, live online, and on-demand course
offerings, please visit the Cellebrite Learning Center at www.cellebritelearningcenter.com or contact
your local Training Specialist at TS_Support@cellebrite.com or 800-942-3415, option #3.

 

Course Learning Objectives
 

Upon successful completion of this course, students will be able to:

 l Identify the purpose and appropriate scenarios for when the advanced chip-off technique can be used to obtain an 
extraction.

 l Explain the Flash memory types and how they may impact the chip-off extraction methods and results.

 l Research devices and memory chip types to determine if a chip-off extraction is necessary or possible.

 l Demonstrate the ability to safely remove a memory chip using the milling method, the Infrared Heat rework station, 
and polishing method.

 l Use soldering equipment and cleaning techniques for successfully cleaning memory chips for data extraction.

 l Obtain physical extractions of subtracted memory chips using memory chip adapters and software, Z3X, and other 
flasher boxes.

 l Examine data, using Physical Analyzer, from successful chip-off extractions.

 l Explain legal considerations and consequences resulting from the chip-off extraction methods.

Note
 

The successful completion of this course is defined as the student being able to demonstrate proficiency in the course 
learning objectives by passing a final assessment with a minimum score of 80% or higher AND completing an independent 
practical. Students may use any of the three techniques learned during the course to conduct the practical.

While this course has no prerequisites, the completion of both CCO and CCPA is highly recommended.

This course is part of the Cellebrite Certified Recovery Specialist (CCRS) track. The full track requires the completion of CCO, 
CCOF, and CERT-F to qualify for the CCRS exam.
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